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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method 
wherein hash values of a plurality of files being proof 
objects of time authentication are collected into one to 
create one file and time confirmation is requested totally 
by the whole file, that can easily prove an unrevised part 
to be valid even when part of entry (digital data) related 
to the proof object is revised when a time authentication 
certificate is issued and reduce an amount of data 
required to be transmitted to a third party for which the 
propriety of the time authentication certificate of part of 
digital data is to be shown. 

SOLUTION: A file (summary file) having characteristics 
as shown below is used for a file being a proof object of 
time authentication; (1) the file is described in a 

particular description language such as the XML understandable by people, (2) the name of 
entry e is displayed, (3) hash data of the entry e are displayed, wherein the hash data indicate 
the hash algorithm in use, calculated hash values, and a hash key depending on case, (4) 



4" 



http://wwwl 9.ipdl.inpit.go.jp/PAl /result/detail/main/wAAAxfaahvDA4 1 7094 1 46P 1 .htm 



3/26/2008 



(19)B*BttiffT(JP) 



(i2)& ® It & *S(A) 



(ii)wwm«^H»^ 

J&IB2005-94146 
(P2005-94146A) 
¥*17*4E7B (2005.4. 7) 



(51) Int. CI. 7 
H04.L 9/32 
G06F 17/60 



H04L 9/00 675Z 
G06F 17/60 140 
H04L 9/00 6 7 5D 



5 J 1 04 



mmm* mmmv® 13 o l (± 32 d 



(21) (iiff*^ 

(22) ifiiSB 



#JB2003-321966 (P2003-321966) 
¥!&1S*EW 120 (2003.9.12) 



(71) flJBA 000004226 

(74)ttSA 100083806 

(72) f§BJ3# SO 3S- 

Wm^ftHEA*BT-TS3#l^ B 

(72)^B^# /Mf M* 

mm^ftfflEA^HT-Tg3#l^ B 

(12) mn^ mm m 

*JMHH<HE**ir-Ta3»15 B 
F^-A(##) 5 J 104 Mil LA05 



(57) 

5'j.e£lofcifc#>Tlo«7)7T4/l'£f&SU ico 
§ XML^ftS&afBGmiifcJ; Ofs*. (2)xy b y 



31 




(2) 



^^2005-94146 (P2005-94146A) 



immi 

W?7 *)l¥X\±VF7 rA)Vk LXcomwzzyhVW^v 1 
avta-^, fflExy h U*tejaiSfi36o3»xyhUfc3iro"t4x>' h yffi^ 

•/ ^ a rait&t^v y 7 r >r Mznm-h+r~? v ? rAtm^ v x mm. 
*tmwLt , wit? ] )7ta 7ta }\^m%.k ttitz «jb(c*sv^ , 

m&mm^^tiwm^x. mix.>hvmm7TAmmit{mi-m 
mmi®7 r a mmm^z x-oxim u/sxy h y mw&7 7 a )vm^m^ 
msm>7 r a ivm&mm. £ ~>xwh7 r a >umim-£itz&%t tximi 

fc-fv V7tA)\sZ. IuIE7 t A )Vm&WtMiMrth*lr? V7rA VHtt&b . 

mtr? u7ta Atmz&izM&t^zw >J7ta uzn Lxmrnmrnimm- 
vm i x ^it? y 7 r a /i/ffl; \v's^mvkmWi^x. mm V7ta jvw \7ya 
mim-ti^-? V7ta frj\vis3.mfctf&&b . 

mi izi y t° a - * (c«ffi§-££ d t «t y , Lfc-T? y 7 r A jW» \ >y ^ a 

[ If*il2 3 

ItffBxy h y 7 * /l^WI-^fc^T, 

fflfs*^ 7 ^-^^tcpgiwc-fstts^T us 7 r >f ivx\mFF^77 tfryizm* 
>h» i,zm^tzm7 r a >vmt)*e>m&$ti. >j?%< t hmm.1-7 *>wzmz 

tlX ^ h 7 r A Mzfah ^#xy h y y t/z.mZttfrVfA'T- 9 izM LT suffix 

yYvm^<visa.mmm.m~tz>c\b\z£nx, mwm^tivnzm^yyv^^v 
isxmzftmt* z. t mmx'fo o . 

t#^ni>mia#xy b y^nm. mt^yhvtimryrA /uxhim^zwmm 
j-7TA)wnmt Lx<r)^it?)iT-9hzmLxm£tiz> hcox-hiz t wmt 

mi^>)7TA)VJ\v^Mm$&mi. mm-t~?V7rAMz-%ttii iwxkn 

r - * t TMIB-^v y 7 r >f n -v is*Mlk£mm?& c\ k t «t 0 . y 7 r •< 
[fi*lM4] 

If l Ibm 3 tiEU w svix^ M WSIiE^fflrn^^ AX'h ~>x,mz, 
tv'J7r>f ;W:ISx y h y 7 r >f ^tb&Zkl/Zi. 0 fmiBISiE^iEBB 
M^t ^Sxy b y ^ms-TSxy h y m&^m^th i fc SSNSfc-ti A;^iKM 

[WIS] 

11*114 fclBmw^^SMg|E^*ffl7°o^5A-C*oT . Hfcs 
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;b-7£xy b y b^t-1 t tz£ 0 7>-7^Anf«IlgitS^7«i^ 
[ff*If7] 

^y^^mami. mm^mm^^-y^^mmmm^mmn^b txmm 
mmm^mmmmfro cibxnmmmwmmnLtzmz. mmmtfimb 

tmrncm-y b y . tufBf m%nttTimt$ixfzy~? y 7 r 4 jw mmmmmm 

mcOT- 9 SrK# LTW a L X t> < IfcaEffllfS^a t . 
ml Sx y b ij tj&frf 4 x y b y ffly \ - y y a -ifv y 7 r /Wcjiffi-f ft ^ 'J 

Lxmwmm^m^m L-o^sxy b um^ «y y^iwiMffl lt. #xy b y « 

fMMffl^I^&WI LTfc t iJ7H /l^ffijfr$-ft KB 7r^ ivmww 

frlBA >y ^a«Stf«#BKc«t o TSItK t^mflfixy b y yyalt MIBA «y 
>• afiJRfc^Sfc i oTK# Uca 7 y afil t #ft tt*4*^5*»SrJt«irf ft a v S' a« 

mmmm f m^mz f §m L/a» vt-r? y 7 r -f mzm lx mmmm^m?m 
Lx^&wvyrj j\sm^»/i/z.mmzmmLx . mu^^yr-av^^^^im 

Bffttf 41f ■? >y y attSIfE^St , 

Mfaw^i^^a LTfcv ^^MisniiBH»t;#*fift7c^v y 7 r a jvv> 
j\y y *.mzmmty~? v?ta jww ^^.mmstt . 

m&t? V?tA)W\ -y y i«Sftt:¥ST-Bff % Ltrrr V7t4 )V<W ^ -y y affi t 
y 7 r -f «/ y afiJX#^ST'lXf# L^TUO^V /P<7).A is aftfc 

R t T* ft £ JHRtft -9-7 y 7 r >f ;W n <y y ^fif ttl£#J2 , 

Sr^rt-ft >r t * -thmmw. 
[ft«] 

^P7 7 r A)Vb LT?)»Dxy b ij«a 7 yaffi*>£>=gtt:& 1 oco 

fcmimmm<njE%&£~i\ ^xcomizfr d mwmxh ~> x . 

fflBM^oxy b y N mmm^X{mztifzV~? atfi*miEiEBJ 
frlExy b y ^Jtffl-fftxy h y -y ^^rasmt/^v 'J 7 rAMzmmh^t y 

7 r >r jvm^vissm&'mth wmm^mt . 
mmmmtm^mztgw lx& v ^ ^jigiESEBB**^^ § tix ^ < je ^ t £ 

^Ht-ftiEStt^M#gi:, 

Mia^iiEffl i ta#st i f aLttsv^ssRwo' b vnd-hmmmikb tctMzn 
LxmrnKmrn-vm u^uy b y ma «y ^^wsfe^oSffl lt . #xy b y <o 

a <y y aflSrBlt^ft ^ n -y y a«Sff ff^gfc . 

ineiMEoM^fc&ft#xyby£-ptvc. ^iKjiFpfcAy^aitfcjnir, ±ie-t 

v y 7t4>w\ »/ yzlJ ItE-fft^fc^^T-^^^coxy b y Kitt4*iEffl 

ffl^T-^tgSL. ^COXyby^^ fW\ 7 yaC ^A 7 y a 
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b u tdtf-fSffiSMW"? U 7 r >f /W^±tB^vy 7r>f ;Wa 7 i/^ffl&ltS: 

MfBfMEffltSl^S LTfev^i§l!iamB»fc*4fiS7C<01^7 'J 7 r 4 ;K?> 
A- y ^ Affl^K^-f Sif-v U 7 r ^a -y S*- ifflK*$fN&i: , 

Htrf EflSSMtT? U 7 r ;l/f iJfflS^v U7r^-^ x aflWIt^ST-SIf ft L fc 
'J 7 r 4 /Uda v afi t m&r? U 7 r >f )W\ «y y A «Kt# Lfc7c?)if 
v y 7 r A ivcvw vz&t m t-Chhip^^imri-T? 'J 7 r 4 y S^fitJt 

a 7 y affi*fft£U fiJffl**W 1 o*)A. y y aiB^MBiE<OiHli*f£i: LTMI 

Bj«p^wsfiE^&ff a ; kxnmmimwwmnitzmz. mmmzm® 1 

mmmmmmvT-? ^sm ixmm i-a$<m$mm^&b , tuisxy h y n 
jfffl-f Jxyh'JfflAyyi BHS&tf u 7 r 4 s -re y 7 r >f ; w \ -y ^ 

mfB1»|g(i. 

firf EMrairg wcipi l t a 1 ^ jim^s^ §x § fix % < 1 1 v ^ t * 

LTfria^iM#gT^l LTUSxy h UMa >y y.*§»}iffl IX . #iy h y co 
«HEttKm*l*at«l LTtiV vfcif? y 7 r >f ;l/*«Wtt S®»7 r 4 /HEK+tf) 
mISa -y y a«SfHt^f >y 7(~ i -> TSIf 31 UcmtExy h y oa - y y , ftrlB 

a -y i, * mmnx fynzx^x e# Ltz^-yy^mt^ntx-hh-h^t^ jttsrr s ; n 

MfB^liEffl^I^tl 5 II LTfcv y 7 r >f ;l4c*f LTf<ilEP^»I#f3T« 

LTv^-T7'j7r>f m> ^yy^mwrMmLx. mtr? vyrA^^y^m 

A>y isa.m:W&th1r~? V 7 r ^^A „ ^ a <BR^Xf"/ 7°t . 

y 7 r >f -y y A ffiSlti:#IST-HH-E LfclTv U 7 r ;wa y ^ t 
Hute-y-e y 7 r ;I^a . y y A fiIK#y!.f - -y Tt'ffitf Lftj6W7 U 7 r >f ^7 ^ ^ffi 
t tT*S*>5*>*ii3R-f y 7 t >f /l-A y y A fflJt^X7 x -y7t . 

mnti z\ t mmb-tmmm, 
tit mo] 

7 *>\,fXi&£?7 rA)Vt LX b y coa> 7 ^jL«*»fe«fc4 1 oco 
0>1«K^«I^Srff 3 ^ i:T"B#MI2fIliEBW&K#L^m^, lulBfiJffl^^WL 
|frlB^liE^M*\ BufBaSS[iOxyby s HiBHffl«frCffjS5*ifc-r7ij7r>f/K 
IffltSxy b y ffly> > y 'J 7 r ;W^ffl^-^.^v y 7 r >f ;WHa > y y 

itrfB^iE^s{±. 
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MtBf£fEOMick&l>#xyhy(^v^ -e^liSiF? b^vis^mzMlX . ±IB 

is^amm-i t&>w\ >y ^ ^ws^fisip? . m/^t&Dxy h >; fcjtt zmmffiz 

1 5:S#xy h y K*ft6MJ§!Hfcr? 'J 7 r 4 A* fcJJitr? V 7 r-f ;Wa 7 ^ 
HSi-SfflSMt9"7U7r>f ;l^f!lffla-9-vU7r>f^ ■ ;vy^ffiBff-3M.T-y7°i:. 

fris^iiEffl^ a#st«ra br &v vzm wmmmz^tti&Ttm'? y 7 r ^ iv<n 

Kvis^m&mthV-? U 7 tM JW\ 7 ^affiKf#7.x-y Tk . 

LrtrT? U 7 r -f /UD^ >y ^ fffe^v U 7 r >f vy ^afflRIf Xr v 7T"Kft L 
tzTtcoW y 7 r >f n^v ^s/AffifctffatTfc* JttH" S -9" v y 7 r 4 ;w \ -y 
^affijtKXr-yTfc. 

& ^trr 4 - k t -r h tmm . 

7D^7A, 
HIH&B13J 

[0001] 

fc"&reft£ i: -f & tV^t- ? l/Ovfc£ b iffitt&Zb **imtt &&tM 

mexmizmi. mz, if 7 * ^mif 7 r Lt«it«xy b 'j y 

[0002] 

mmmzm&wmbixmzbtfx%z>c\b&mtix^z>, -a. way 

Sr ffl vvt ff 3 i b #\ r < -jRWfcfc n X # T v \h . 
[0003] 

fl63tai, TSA(Time-Stamp Authority : ^jfflBQltmW. mmWmtft 

mhmwm-txmoc\bx\ Ti;?>w~?mmmmr%mi%mLx^tz 
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[0004] 

mz. ma. mi st^tiat, mm m ^tsa (z) H&gB&asgi 

(W) ^LTl§iyBiEira*OIStt*SWf4jesi!36«a}TSfc*^(cli, TTP (Tr 
usted Third Party : fill $ ill, H3t«|[f|) (T) t, *<9]EStt<9lME£«f l> £ 
JSH^iOfflaKtPSl^llSifcj&fFrigii^fc. f« (¥) 14. f'J 

ffl^SB* 210^^y?~*.yr-5£tf-LTTSA(Z) cOB^giJf^liE^S 2 mMfgfE 

£#£ffv\ mmmmmxnmmmmmm^^txmm^m^ 1 o^iMfrtSo 
^lt. mm% (¥) (h ) t^rc. mmmmmcojE^mm-fi^ 

mwzztzmmm, mmmjfc2 1 o^m h 5 ^l-cttp m *> 
»se 240 ^^ijiEHMfi^&tf^ . mmmm 2 a 0 -cje -mmm ix . $m 

JUNTOS* 1 1 0^#*«*3fcm^f«. 
[0005] 

HK. *3£. f'Jffl^ <¥) tfa^K*-* (IIKfll) «7r^^Xfi^«ti i 
y*)V¥i\,Z^$.ilhmmyT4MZfah^V?lVT-9z\. g2, ■ ■ ■ gn <n 

fcEMSIE^tf US ( =f#ff Xi; l #§g ) . l oc £ fc «>fc r g 

4 0 j t^d«DA;|^(bulk)^ A/^Sl«M#i££iJf}4*rru£„ 
[0006] 

;;t. @i6m\ ±Mmmw<!i?mmmffimz^xmwt&» mi 

(Infrastructure) , aV«iaoa!l*t*LfcH7*4. 
[0007] 

01 6tSttJ:dK, fijfflt (¥) (4, T5>*;H f -*G*|fe*U TSA (Z) £■* 

mmmmmmtfiimt? , AV3y^TOi**i 1 o£><wy?-* 

7h5HUTSA (Z) Dtig&ra 2 C&*jgftSg£*?T a £ fc 6 . TS 
A (Z) {4. B$fHy7^X h7?1^6£^LTIXf# LfcH+WSantS^Vvt, B# 
^i^iP8*£ffofct*#-?&S. mm (pf) {4, (¥) #IB«fy^^f 

-^ofMBB^t^LT^^ i¥#^-^rcj>0 , ^V3yi^#^S*3#>M y 
*-*vb5£tflytfllffl#3H*l 1 0X(4«SliE^B2^L. t>Wt-?<DjI 
tl»*£fr3 ZbtfTZZ. TTP (T) (4. mM%tim=%Wmt IX . tpiLttt^ 

m&tkh. mm m tmm (m m*mmmxzt:#>mmm^m 
^mzmtt mmxfo o . mm^& 1 4 0 i 0 ^ y*-* ? h 5 £^ tTTOt 

S*l 1 0*^coi$MiE^«a®**g{t#ftTi^S!g^H^^jESttO^&ff a fc 
[0008] 

fM^s*i 1 0. «s«S2, wmmw:i4oiiz^xmit&. fs§ 

. *M#ffi*l 1 0fc(4. i^fiJffl#S*l 1 0£@1 6fc*rt##Kfc LT«t^tt§ 

iisgi2S0i 6tsrt#^ai: Lxmm^^tz^commmmrn^y^mim 

ZtlX^h . It. ttlEgB 1 4 0 (={4. £tf)fldE5SS 1 4 0 £@ 1 6 &Ht&mb I 

xm&z^itzfocDjEmmmTvyyA.mmztLx^z,. 

[0009] 

HI 6{Ztf?£o^ ^vi'z.mftmm IK ;vy^ttM£#gU 1 2. R£a. x 

^atM^ai i3. mtmm lAzmztzm^x^h. 

[0010] 

A.yy^iM^l 1 1(4. T^XhfiffL Bftfffg. W^Wm^ V 9 )V 
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fc'vyj'aBSRhlfcaffll/C. #^-y>-A*hl(gl) , hl(g2) , . . . , hl(gn) 

(ot. ztit>ztk#yz3?m&& r hi( S ) j t-r§) ^jaws^fc^is. z 

2 0byte) WNyi/aiDiKg) (CjBBIfrf 1 £ t T, Ti??Arr-?g 

A^^it^-I. £ MlltW £ fc . &V2o(7)M^-g.TV^;t/f-^OA.y 
-SffS«**«S«)T/h$i^i:T*6. A-y^j-BBRfc LT, MD5 V SHA-iW 

[0011] 

i^ffihl (g) £ji^SC:fcfcJ9|g£Lfc*g|li:t/t\ ifc*£*t*. 
[0012] 

hl(g 1) II hl(g2) || ■ ■ ■ ||hl(gn) 

Z1X\ Ays/afiflDiSSffcJi, A-y^aJNfcAM h (byte) ^IJi&T . IttfifcOfc^ 

TlKifc&^-to 0tttf, Wffl2 Obyte^Avi/AtfiKg 1 ) fchl(g2) 
■fSfc, £HT4 Obyte^AM hMfc&O, m¥<V 2 0 bytetthl ( g 1 ) f£¥ 
?)2 0byte{ihl(g2) kmtt%& i "3*, *«*aM h^O^^^fCJ,!.. 
[0013] 

<W=, ft&A 7 ^i|Mfgi 1 3JJ, A.y^ a iB^#ai 1 2fcJ;->Tf»S>*lfc 
*S£ISJ&?)£ftfc:, tt^fflA 7 >'aWjRh2*3!fflUT, ^tf)i$-£A>y 
[0014] 

h2(hl(gl) ||hl(g2) || ■ ■ • llhl(gn) ) 

znffi&^/i'x.mmmtixmfzMz. jar r <aj ^-t. 

[0015] 

ifcfc, 017tcSrfJ:afc, f'Jffl«fcl 1 OK^y^-*7 h5 

Sr^LT^A-yi.^.fld^TSA (Z.) OB#fJfSliESa2^fIt- WSIE 
WSifi? Ut^TS 101) . 

[0016] 

B*Mi8fESSH2tt N B#Ii|fS|jEfflTn^7A&^-ri,ii:Cj:oT. Ell 6fcw 
-f i: a fc, iIgff#S2 1 , KM#¥&2 2 , B#IiJfSfE3M£2 3 . Tiff/WZ 

ttm-n. 2 4 *■ w-t s ts-j x \ *s . 

[0017] 

S1\ i£gft#82 1 (4, >f y?-*-y h 5 *^LT_hieflJffl^* 1 1 Ofr&Stefl 
T#^S^A./^ a g[dS:g^tS. ifc. B*Mm#¥S2 2{i. mM>77*h7? 

[0018] 

Ti/9}]&%fem&23\^ 3ian*a2i-c«iLJtR^A V ^«d«T 

sig(SK, TSTKd, t))£ft)fttS. i^T^*^;l*6 sig(SK, TSTI (d, t)) (4. 
TSA (ZJ (IK4NI) Slfciir^/Pr-^ TSTKd, t) fcttiN&^s;^ 

[0019] 

<Kfc, «g|E¥S2 4{i, ±f2^A>y^iiidh^]t fc-frt^fett^T^/l-T 
TSTKd, th Mf. fV9)Vm^ sig(SK, TSTI(d, t)) Z^tsmMMiIII B M TST( 
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sig(SK, TSTKd, t)), TSTKd, t)) £{ft&tl>„ ZCDmmMMU B M TST(sig(SK, TSTI 

(a, t», TSTKd, t» a, mm^T^^T-^bLxmmmmmi^ttih 

<rrCbk. IfiizXK). TSA (Z) i±, E17HqrfJ:-5t, BtMISfE§E2#^iJffi 
# (¥) <0*TO#SB*1 1 O'V MfSaEaEHJ» TST(sig(SK, TSTKd, t)), TSTKd. t) 

) immttzb-c. mmwBgzfto UT7TS102) . 

[0020] 

at. jSgmw5i4K «aE*ai4 2*#t4(£So-n^. ^ w^nsKt 

. Cl^S^Kfcflfc&S&gBgPKH:. M^OWCTTP (T) tftfeflTV^. 
[0021] 

^LT. f(|ffl# m ti\ f^0-^g«fflSJftlP (W) 
£#if}T#fc*&£fcW: s 01 7t^-f iot, (¥) tt, WB«fcl 1 OA>M 

y?-*>y r-5£^LTTTP (T) *>*@BgKl4 0fc:. |ffl:j^C*41IR*>Ti'** 

;kf-^g*««U3t7^^rf eg] . atmaiigiErar tsti zmm-thztx, 

[0022] 

ate, mehh 1 4 o xn. i*gm#& uitiots 7 * m f c g ) atwjis 

TSTlSrgfiU KliEfflia'fi^a 1 4 9ttaiiLTi>< 0 -eLT. «!aE#ai 4 

2t±, st. ^A.y^^isits:^si4 3. r^/^^fi^si4 4. m 

[0023] 

£1\ *SEB*<OA3j*r*i: LT, JJB^sr/Wf (g)^ifn, 7t;^f [g] 
fflBm TSTI #7Jj£tU>fc, a^^«y>ai™«#ai4 3tioT, 8MiEt§ 
IEflJffl#Sffi*l 1 OT«£VVy^ffid3r^L£«fcl^t#JII^ R&AyJ/ald 

[0024] 

fcfc, r^/US*«taE#S 1 4 4 tJ: >9 . B#MlSiEIPM TSTI frbm%mrr i J9}V 
T~7 TSTKd, t) fc, fy'^m sig(SK, TSTKd, t)) £ttiBU &»9lftlE§t PK 
*fflV^-Cr^^^** sig(SK, TSTKd, t)) # N |*Jif«fi;^-^ TSTKd, t) 

[0025] 

^afiitR^S 1 4 5 1 i 0 . JJERfm Ufctt£A 7 5/ a« d ' i: , 
ifB^MIgliE^S^^T^^^T-^TSTKd, t) *^ttffiUc^-/x A fB d &Jtl£L 
. d' =d*^5*^«dE-fS. W^^rV^x-^TSTKd, tXrtimzn 

i->TV*4fc«> TSTKd, t) a^dfcRUJBI-^fcfr"?**. -^tiO. d' = djftS 

OiTtf. 8Kf»£l£fc l/C rjfi (OK) j fcffcfcU d' =d3&*jS04fc«rttMtf, tit 
ajfeHiLT r^g (NG) j £ft7Tt£, 

[0026] 

fcfcjRflTC. m-««glEfiE0WTST(sig(SK, TSTI(d, t», TSTI(d, t))<OB*£fH 
Cli:T\ TSA (ZJ jWSSlSElJHfcoafr J*-T»!:*t. fiJJM (¥) 
^WStEIPM TST(sig(SK, TSTKd, t», TSTI(d, t)) ZGrntitUfCffit k ^3 

[0027] 

LTlBa^S^ftcOV— 77'y7Hfg-C$>l>SDML (Signed Document Markup Langauge) 
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<nfflttk>^Yisz.lM<m£ sdml fcfcftftT-? ■ 7*n.y?fc Ziit>mtcr) 

«fy^/l" T-^t^LT^aiPiWWtftiE^ffafctt. ±f2<0S^-^ ■ 7-0 y? 
OftliESrSDML t^ft^fifc^mfcfilMfro mmz^ SiS^r^^ ■ r-?c«J 
fWWN7ya fflCOffl^WJE't ■§> SDML(7)t- ^ ■ 7n -y 7 <D|*);§: h -itt Ilk <7MWL 
U>U KktzniioKtmifT^XbSlL lzm^XlZ7w7i$*Zht: 

■* £ ^tas^ 6 {±bj t v \ 

[0028] 

-tft^ttT{±. znzmmmfczixfcmLtoTVtJV ■ T-9<mmw&*mLL 
. mwrvftv ■ T-?com%Mt<okixm\ mivmimm-riztm*. 

m^tii^sifihi^ m\%mm^r~^m±nmm.mM^xhhT'J9sv ■ 
m n i<z]mix±%<t£hk^mmmh. -u. m&amiLztvkr?v7T 
a frzm^&^miz&^xn, mmt>n^cDTi;?}\s-T-?izitiixmmwmcD 
mmn 0 tzwzmktchmmmmTtm-? u 7 r a i^^mm 1 xmmvr-? 
vyrAivwmi. zixim^x&nmmnm£.&-t&zbtfBi%& <m«S4^ 
mmmmzm.) . ffl^rv^w/wor-^JKi. 

^iisrff 0 mcommmm l < mmth k mmz . tmm 0 tmbuzm^m^ * 

mmtm< tzhkv^ mj5tf$>&. 

IftOttm] #12001-14239 

[fNtrrlfcSRlJ SDML-Signed Document Markup Language Specifications Version 2.0 
( http : //www. f stc . org/ ) 

imffffltLXok-t&mmi 

[0029] 

u»i,£jg«^ mmw^mmmmmumxii. -mLxiitzttihizjtfryt 

C§] ^*«M^^-y^a«d(;MLTB#fMliEIIBH» ISTlfcHfr l/CHSfcft. 7 

t/^'f eg] «d*>«-gB<7)fv*;i/T-? (wa.tr* si ) (csaejw^tfcw^ttt 
vt^zf-nzn Lxmmwmm^w^mm^zmtzmz^ *m?>t-** , 
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[0030] 

TcD»Oxy b y wvy y x.m^Wztt: 1 own-/ y^dB£#)£U %U 1 own >y 
fJiltE^ffl^W^T^T, 3yta-^i\ fiifaxy hVmz&mZtifr~o% 

||X y b >J fcjSffl-t &xy b A'yyj. R|»&tf "tV "J 7 T A Mmm-f t*)r~?V7T 

AJVm^y'y^mmmmfimwmmb , fyfa^vy 7r >f A** S-f S 7t^/P 
t £3f Lfc#SR£i3 v , fiffBM^xy b y £*f LTfyiERISWf 8 
T« LTl^xy b y fflyN .yyait^ffl LT . &xy b y wvy y^ffi£ftfi£-f I, 
;vyy A ffi#j&#j£^ luia^«yy A «f«#l5^j;oT^fiict^#xyh 
fit si^gxy b y sr^s-r hmvf- * ztimmm^itx , iwiaxy b y SoW^7 r 
mm^m-imm r a >immmmb , m?m%07 r a ivm^mmzx o 
Tf&*u:xyb mm^7 r a mmm^t mm r a mm^mb , mib 

7r>f /MRi#gtia«t^#-9-v!; 7 T^/w^LTiuiawa«a#i5t«LT^^ 
t?'J7r^ .y y .*.i?ijft£Bffl lt , irria-f 7 r 4 -y y aft£fM-s 
t?U7T'f;w\7yailMfgfc> ^ffria3yt° A -^{;«t^^;tt±0. if 

urns Ltzw y 7 r 4)vw\ y y jl« ^MstiE^iiBM^i; LxmmvmmwVf 
Mmmmm^mbthtz^jiiv^mmmM^Mmruy-^^Thh, 

[0031] 

^^^rStcOSrVHV 3yt°A-^«0HD(Hard Disk), CD-RW^t^f yx 
£*VC^I>iWY\ CD-ROM, DVD, FD, ^fM^'J, rjyfj. — ^COHD D 
^#aiaiM*^taSI$ixT^|,i^, >f y?-*<y hm<vtrm*vh7-<7$:ftl 

xfflizti&i>wi>iitti& (jar, pan . 

[0032] 

ifc, r Sf7t;k/j fcti, &§« J P7*/W''fc#£*i£*>'5 l^t?7*/^'t 
[0033] 

fM¥®ii, ffia«i L 7 *■ A^tsfSWS Jit ^4*^7 r 4 frXtiKf- V?? t/Wtfli 
Sxy b UK^Jv^B»7 r >f ;l^ES3&»6*ajSii, ^< t «eH^ 7 tiiriz® 

faxy b y ffl; v 7 y j.H8»£Sffi-ts £ 1 i , ffia€^ 7 t^l:«l.xy b l><7) 
'vy^^JtefftS^-rfctf^?**), Jgtc, iwtam^^bWSSxy b U «a 7 

y^-fKi, ^<tiiuia«^7^;b^^#s^ii,fria#xyby«iisiji i , si^xyb 

U 7 r >f ^Th^^zir^mm^ 7 r A JWtmt LXeirVfnrr-tWm 

Lx&%ztihi><rrFtb*>z. b mmbi-zwrnm 1 iztmcDsiturmmmmmmT 

U?7J±Xfoh, 
[0034] 

zix\ rfy^/pf-^j *\ ^yhvm^v^j-wmzmm-t&zbmmxfoti 

{fi<, CTiif, m A>f b (byte) ?1 b".y b (bit) ^W^tl-S. 

M*«3fc«4||BHtt, 13i&r7U7T>f/WNy^aft^JS#gBi, Hilary 7 r-f^ 
jW~ 9 \,zft LX m£T7 y 7 r ;bffl a -y y ^ MjR^ aflft 4 i i 0 , y 7 r 

>r wa 7 is^mtimtt z b mmb-tmsm 1 fciaaw^^s^MistiESSffl 
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[0035] 
[0036] 

If *if 5 fcffi 4 , tfc&H 4 fcf Bis W SiE^fflTn ^=j2^h->X 
. 35^ Jltg^tifcxyhyfcMLT^-TftL, ^fr-T^zWiVt £J£*U Zti 

[0037] 

tf*ii6^«s^ {J ^ if^i^5tieaw^^sMgfiE^fflro^7A^ 
- ^i&aro o -51^^ KM mm. mmwmmmwxh & . 

[0038] 

5 A<0iS#]R 0 tcffiffl-f £ £ fc A^CSfitf i < . fflffgfc Hfta^ftaW^tt^f IJffl LT if CO 
J:a^ie$i1-|)^cOWie<)^iaii*aa±te#L^U„ FD (Flexible Disk) 

. CD-ROM (R, RW) (Compact Disc Read Only Memory (CD Recordable, CD Rewrit 
able)), DVD-ROM (RAM, R, RW) (Digital Versatile Disk Read Only Memo 
ry(DVD Random Access Memory, DVD Recordable, DVD Rewritable)). ^SWMtlK MO( 
Magneto Optical Disk). MD(Mini Disk). mkT-r^im^-tt (OT. N«) . 
[0039] 

£"*«a^*ffc$: 1 owvy 2/ afiSrftjSL , 1 o<o^y ^afi* ^*0BK 

nmwmt Lxmmmm^mmmm^o ^txnmimmmzmiK® 

•jfflA ^iwR&tf -re y 7 r a Mtm-th^ y 7 w >vm>w >^mkmm-f 
tmmmm^b . mmmmw^mz^wix&^tzmmmmmmtfiZZAsZtix 
jeu^ t mmt&jE%mm®t . mmmm^&Mmix&^KmL 
e>x.>hV0>5 ■hffim.cDttik b%&i><wzn LxmimmfSm^x^m IX^&xyh 
y fflA 7 yait lx . #x y h y w n <y *, *.m.*mMstth> n -y ^ *€Sfm# 

*«*f JCfrf £ tcOX y h 1; c7) t\ 7 ^ a £ Wfrt h a 7 v j.«JK#^a fc . ml ^ v y </ a 
fIBff t£f Sfc i oTBIti: LfcrnriExy b 'J coa 7 i^ilfc . mIBa 7 
J: -> XWk Lte>\ 7 ^ A « t tTft S*^*^Jt«N-S^ 7 i^ffiJt«¥l£i . ffl 

ta^fiEffl^i^^aLTfe^/-^ y 7 w/Hc^LTffjfBP«c i f h¥St«lt 
v^tfv y 7 r 7 S'AHft&gffl lt . iria-f v y 7 r n<r»\ 7 ->*ffi£#th 
*** y 7 r -f 7 ^^mmm^t . MiBWH«a¥St«a lt&v« 
mmwm^&Khit^-? y 7 r >f /h*>a 7 ^ j.€5rKf# -rs^v y 7 r 7 
^mm^Lb . tfria^v >j7H ^a, ^ a«Btm#aTWW Lfc-r?- y 7 r >r 
/k?)a 7 y iffit ffia^v y 7 r >r ;wn 7 i^fim#»ciK# utjtm^ uyr^n 

W\ 7 yalt *JR tT&S :{PW*^JtlH-5lfv /l^ 7 i/a«tt«#ai: . & 
^4 i t Htm i: SUSEitrefc s . 
[0040] 

1 o«a, yMmimL. wffiwm 1 ^ 7 y^mmwmm 
cotmttmt Lxmmmmm^mmmmmnoz\txmmusmmmim%udk 
ic. mmmmmn itzmmimmm^iE^mz^ ^x<Dtmm 0 tmmxh -> 
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X . Ml BHitOx y h U . Itif Bf ftfr^v u 7 r 4 /K St^MfSfEfE 
BM^T-^SrIK#LTl ; JiLTfc<^IIffl^a^l5fc . fafBxy h u tJSffl-f sxy h 
SKSVt? U 7 r >f Jtffl -f * ^ v u 7 y >f /Uffly \ -/ >- a * S-f 

s raawa^&t . m£«gEffl«i#at«a tx^\^mco^> h y o 7 mmm 
^t^^MznLxmmmmmxmLx^i^yhVM^y^^m^mL 

S#x^M>£oivc. ^oflSiJ^fc±feSffi:LTf#^^xyb UWN-y ^affitSP 
£T, ±IB-9-^y7r^;PWN-yi/j.€^im-r-g»(7)^^^T-^^. Slloxyhu 

. W\ -y ^ffi£ft3W S tftwvy s^fflR<^(Ff . &tf iS^x* b 'j izm-& 
tmmffiErr-?frt>%&T-fZ 3Mxy h y afflBMfcT? 'J 7r^fcjaWS t . 
t»)Mic2:&l>&x><h Ufc^SfflSWfc-ifvy 7rAM^±Mi^ ] J 7r>f/l^)A 
•y^aflSrltS:-ri.lISiH^vU7T^;l'fi].SM-fvU7r^;l/ • A.y yaffiWftiM 

ttltTOWr? U 7 T -y is afif KfW^V ;WN -7 xafiffi^Sf: 

, rniEMSMtrr u 7 r >f ;i/f ijffls^v ij7r^-A 7 y^mmm^Rxmtm L it 

7~? U 7 T >f ;UDA «y iffi ME^V 'J 7 y 4 fl-A -y is*fflim^&X'VmLtZjC<?>V 

~?V7tA jUW ^v^^mtifintX'ht &8fri: imt IV-v U 7 y A ;W n >y affiJt 
[0041] 

It^il 9 fcfl & J , 7 1 7 y >f ;P fc IX <0«»<7>x yhVWw 
isz-m^mz* 1 Otf)A >y ^ afttftUSU flJffl#^15IE 1 "OW vy ^®£B#MfgfE 
«B*fi^ LT«ffl«r^Sf#IiJ!S!M^ff 7 -I fcTl$*lfgaEaEI!H«£JKftLfcft 

tzW 'J7T^/k Aim^SaEaEW^T- ? * JRft LT^i L X < ftlEffl S 

b . Miaxy h y MffltSxy h y ffl; v y s^lRRt^-vy ~7 r A MzWtt 

U 7 y ^fflAy v iKft^^-tSIWSfc^a^Sf: fc^LfctfJBfcfcVvt . luiEmiig 

»±. friaaira^^afc'ga ix & v ^ m§siiipj«#$ s% s*vc & < 1 1 ^ <r 

^aWIXSrilfflLT. #x> h y «a 7 ^af[*HH1ttSA.y ^aflBltffXT-yri; 

. fneasEWSs^scfca lt*3 y 7 y a jv^mm-hmmy r a nmm^co 

nmthlt^y V ^A.yyjiait^A.; V*.®SmXT*/7b , WEARS'* 

f!Blti:xf--y7(cj;oTBfmL^|ffiaxy h y WN.y^^ffit . lyfa^'y ^^ffKf# 
>y oTEfc LfcA >y ^ A«fc tXfo t^fr£itm& a -y x affiJtKX 
T77L ml 3»laEffl« Sfc'f S L T ts U 7 y >f ;K=M LT ffif IBW»1^ 
ST«LTV^^V y 7 y >f /I^fflA .y y ^MWZmm LX . fflElT? y 7 y ^ /KO^ -y 
^ affiSrSltfl:^ 'J 7 y ;W> -y ^ffiSltmxx -y7i: . ffi£tt£ffl«9^a(c 

fa LTfcv^Bff jraEBHst^i n^Tc^v y 7 y 4 /k*)a -y >- ^mmh T 

vy 7y^;^>-y^ A fIK#Xr-y7t . friary 7r>f^A^iffi?im#a'CB 
IfS L y 7 y >f ;W n > y y a fl fff a^v y 7 y A fW\ >y -y 7TK 

f#L/t7no-tfv y 7 y a twn\ v y^mbtm t-chi&sipiimtw? V7tah 
A-y v ^\mmx"r v7b , *nfrrs ; t &#s>-ri.ME7jS-C"*i.„ 

[0042] 

lt*«l Qfc«45MBtt, %^7*}WyL\mF^7TA)VbLX<nmmx.VY<r>>\ 
ftt. H?iafiJffl^«#L^t^M!IfiEliEHM^]EStt^o^T^fM^ff7^^E^ffl 
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Wt , tulBxy b U tllflt Sxy b ij ffly v y yaBRRtfr? y 7 r 4 JUtfMWStT 
mfE$?IE§ISi±. MfH^iEffl^a^S^WaLTfcv^miOxy h- yoa t>mEcottM 
, ^-xybycDA'/^ J .0S:Blt^l.A>yy- 3 .fiSI+S:XTy7°<>:. mlE&l&W^i: 

v U 7 r 4 >l^±fa-9"? U 7 r 4 >y y *f^ft£-f£ffl]5!Hfct •? 'J 7 r 4 mm 

m*r? v 7 r >f ^ ■ a -y y j.«sit^r 7t , 

* ill. U 7 r >f >y y a € * JRf§-f S IT? U 7 r A v y a «|Xf <y 
7°fc . fuEfflgWfcir? y 7 r >f /l^fflM-T? U 7 r /I/ • a -y y iflBftff -y 7T'H 
ItJJ L ] Jy tA )V(F>) Vy y a lit i fneif v ij7T^A7i/a ffi K# 7 r -y 7~Cffi 
»Lfc7C«WvU 7 r>f;WA „ y^ftfc tT&S#^£it«-f&-r? U 7 7 ^ 
; vy y aetfcSUr -y 7t , Sr*frT £ £ t -f S*ftiDSr3rC & 5 . 

[0043] 

tit mmb Ltz®m\yv7y a?**. . 

[0044] 

11*111 2tffi4«BHtt, USUI OtfEf^EMBt. JJBft^ryT-SHtrS 

^ttibmmb Ltzmmru^y^x-hi. 

[0045] 

If *il 1 3 W^Mffli, IMH 1 l&tf H*JI 1 2 Wvffcip 1 SfciBaorn/ 

y^muzzbmmb ut, ^y^^-mmimm^mmmmmhi. 

[0046] 

ftTf^JS Lsta*U7 r>f /l^S^JSfS - 1 T"*5§a^;pW? y 7 r 4 /l^f&SLT 
Ayy^-ffliixyhU^mfc^ra^HM^^. ^S^fO^ 

tc t s tt«x y h y <7) ^ ^ 1 o s- at t\ * cox y f y to wx mmm&m& 

^Xhh c\ b *WEM\iZ.&wxftirt:&t&>i,z^ T? y y rA M^lcoJE^mm^z 

TyA^zfahz^mmhimmcvm^zmmzb b^^h^m^h b\^m 

[0047] 

ivxwffi'h. mm. $mmmizm&%M±m>m&. mm^ yyyxh? 

9**r (Infrastructure), imWkWnmm^LfzmXfoh, ®l£5fitXoiZ* f'Jffl 

# (¥) i±. «SIE^IiEBJM^t LTco€i i 7 ; r;^X{im^7r>f;W;MLT, TS 
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a ( z, ) mmmmmm<v mzmii-i^xfo o . w a ymmmmM 1 a 

^-*>y>5^LTTSA (Z) ^)MS!iEga2mSi§iiEWWfd;fc^t^ 
5. TSA (Z) Ji. ^iHy7^^h7^^6^fCJRt#L^B*II«ttS^' 
WT. MglEflBM TST1 iftffrtl%X$>Z. fit. H+BWtSRHfrft. ft 
SfOif#Mi!ISrfflv^B##JISiiEfiEBW^#^LT tin. 
[0048] 

[0049] 

U e 1 , e 2 , ■ ■ ■ , en( n{4IEiS) b L"CH"f 0 
[0050] 

#tc s xyfye #7 */UW^^i4l£ftfc LT rxybUeFj fc-£U xyf-Ue 
W 7 * ;l^<o«^Wi8» b L X r x y h y es j i H L . x y h U e # 7 r 4 
£K(4|g&fcLT rxyhUefj 

-f7"7 3 r;P^^I>xyhyes^mm^-rJi^ii. xynjesi, es 

2, ■ ■ • , esn (ntilER) fcLT*U 7r-f /WCfliixy h »ef**il?tofit* 
xyhUefl, ef2, • ■ • , ef n ( nt±IE») t/C#t. 

[0051] 

ffi#ffl# (H) {4. fljffl# (¥) ^'Se^TV^/UT-^^^B^^MLT^oi 
*f<o-:rc& 0 . ^y3y^ffi#«JB*3*^>f y^-*«/ h5*^LTfiJffl#«* 

1 Xt4B#M§SIB§E 2 t*T L . r x^^T-^^a^S**ff 3 £ fc h . 
[0052] 

TTP (T) 14. <HB3*U3SH£«Mi:LT. *±14^tttt£t>^ fO»f (¥) 
* 0 . $«fi4 1 i 0 >f y 7 b 5 Srtfr LTf Offl^ijg* 1 ^cOB#f iJIPiMfiE^ 

Srswwc. mmmmmmcojE^comm^To bmz, j h5*irix 
mm^mm^mMixmm^m.3^zmmttLbifix^b, wm% (¥) a 

f Offl^ffi* 1 £f Uffl€-f fc, CD- R^^fa$Mf*:^B#I[JiEB^iE^(:^^T-^ & 
fESLTi^ TTP (T) £&IH«^J: 0 , ±ieff#«BMIE^*^^^T- 

[0053] 

fUffl^Sffifcl, !«SfiE!£M2. &1^1E§IS4 (cov^T^-fS . f'JWt 
ffi* 1 «4. i^fiJffl^S* 1 Sri 1 LT«ffi3*4:fc*>*>l«!lB»S 
ffl7*o^7A(pl)*^E1t$-fLTV^. ^'JIS1I^S2«4, i<0B#MfgM-gfi2£ 

WIfflTo^7A(p4)^IB1i§ilTV^ . 
[0054] 

1 . y 7 r >f ;HB«#S 1 2 , ^ 'J 7 r >f ;Wn -y y^iMfg 1 4 . i*g 
[0055] 
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[0056] 

7 T 4 /HfJI^8 1 9 tfffig § tlX V ^5 . 
[0057] 

ttz. msffim-m 7 rA >uzm^ybvmzmmLx^^^^mh t (ef 

J21T, r A7yait h2 eF j fcV^o ) , y-77*>l?l l Zi%&3Ls'hVes<nM&Wi'3. 

m&mn?&t:to<m&mKvi'x.moa e i (bit, r A7 ^g8i h2 esJ fc^a> . 

fttf. -fV U 7 r >f )V S F £gffl LT^V U 7 r 4 «y ^afih3 e F ( S F ) £ft3t-f S 
JtftcoifvU7r>f;l'fflA.y^aRBSh3 eK (OT. r^, y ^ A ^h3 eK j fc^5)#1E4i 

s*ix*ss;fvo*s. ^ 7r>f/HflA 7 ^i» hi ef . m^m^^^m. h2 eF 

[0058] 

4fc, ^v^aBW hl efj h2 eF , h2 es , h3 eF fcLT. MD5, SHA-lWS>&, A 
•y^raRhl^f, h2 eF , h2 e3 , h3 eF (4, £T[§J £ 1 t i < . B'JcOfcorC&o 

T&i^U i*LiaW'5 , fe^)V^<oA»#Htt^)T*-5'CfcJ:v^ Ifit^o *>T\ h3 eF 

ffl^UEMS, SHA-1 ^>.y^aRBft*affl'f4tOt*-?'Ci<kV^L, ifclW 
7 r /k?£8E3 fifcllHI* ffitH I * <0flBiK*^ < M£>*V)^J&£ fr o fcftfc . ^ <r>$t 

±IBMD5, SHA-1 ^A«/i/ a RI»^aflai-SfceO"C«)oTiJ:V^ 

fcLTii. ^vU7r^;^^HiJ^h^^7^-^H^fii-fl.^^S„ Ha 

^ail ^ r ^ >? x xh (digest) j fcfcV^. 06T(i, <digest>£ LTflLT 

[0059] 

Hfc, WMPl¥ai8fctt, f 7 'J 7 r ^ F JMf5S^7 r ^ S F R 

<?)3*>T\ xyj-'JeF, es£S^Wc^J7 7-f/l/||iji SFR(eF) , SFR(es) £ffrfctS 

7 * )vywm>? r a nmmmmm Foidersf Re P *« § n-cw s tix v ■> s . 

[0060] 

ZCD7*)\syfm%)7Tj!imimmmm FolderSfRep «. £i\ •T7U7r>f;l'SF 
&mj&-t&Wb7 r A )VmM SFR^«t\ 7tA ;W£fl54 x y h U ef fcS^V vfcgft 
7r-f/Hlij| SFR(ef) JMt^cft(07r j/W7r^/HSM» FileSfRe 

r^;HlJ| SFR(ef) ££j£LT, ll»«(ci?"7U7r-f;PSFt|ftS'f-45S»7r-f;P 

^SFR£^3#$fcfc<7)^;7T>f/l^£j*H» ComposeSFR 
[0061] 

tit. Tf 7 *iurifi#&t ■9-7 , 7*/W r tfli*xy h Uestafi^v^B 
»7r>f/HUS SFR(es) £fft&ofc#>, JJE7*/l^ffl^7r>r/l'flSfft^ffc Fold 

erSfRep 77 ^l^fflfcHiHf WfcjSffl-fS « SRWfcxy h DeF^X^ 

£S*<J7W/H!3l SFR(eF) £ftu£tSIKfc, B»7 -M ComposeSFR^ 

jiffl-r (i) 7 *)vymm7 r a n&gg&fsam. Foidersf Rept j -^ffeSL 

£W&7r>frt4Si£SFR(es) t\ XH, {2)Z<m®7rA )Vm% SFR(es) &tf7r4 /V- 

^mm7rA)vmm^fmi n\^,n^zi.^x^Lt^m}7 ta >\^m smet) co 
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[0062] 

-^Gtf)^ (?) ti-3TA*3*lfcxybUe«i«a!FfId(e) XI2A°x£e P 

nfcSr*VrC, ^M^)iEHM^i:^l»xyb'J (gl, g2, ■ • ■ , gn) tffijg 
-Tl«i^-fl> . <r <aa»?)7 r >f ;l-aWMR<07 fiJffl^ffi* 1 <?)HD fcfB 

[0063] 

ifc. A.y^ifi^^gi iaii Bffl»^i#ai8^Ay^B88aii ef £i^ai 

lt. ±iExy h i/fgs&fgu 0 1 J:^T^£U:7 WM;fl£#xy b UenzMLX 
A.yyj.BBfthi.f iiIffliTS<rfcT\ ;fi6xyhUef*fty>v^a« hl ef (ef) iff 

iZ^Xh. A 7 ya«Mfai lati^Ayyal hl ef (ef ) ^MfS. 
[0064] 

A.y^«Dg^^Sl lbli XVhlJ«If Id(ef), A 7 yaffl«fg 

1 1 a"CfSSL3t#/\yS/jL« hl ef (ef) fc, MD5^cOA«y y A ■ 7^=f 'JX-Malgcrith 
■)^«^**l^>)ttlinfiB8a 1 , o2 an (nHOEIL ^ft£>?) 

gjfci r «j fcn-fo ) ia»LT. ^ft^^^i«*#it«fflM^oT. jar^i 

[0065] 

Id(efl) ||hl efl (efl) 
Id(ef2) Ilhl ef2 (ef2) II a 2 , 

Id(efn) || hl efn (efn) || a n 

JWWWSlBlfc LXit. x.y\>Vef(omm- Id(ef) fcS^<SW=*W?fc«r>T 

[0066] 
[0067] 

tt^V/5'J.ffiffjfcfBU 1 C(±. «fIfgl8A^A.yyaiil,2 eF iM 

^tiJLT, JJB/Ny^afDB^ai lbtj;^T^Uc»c3iMtl>;fcT-\ ±£* 
ft OX y b y ef #fStt3 *VC ^ & 7 * /l^tflk £ X y b V eFcoR^ ^ •/ y a « iff fifct § 

[0068] 

h2 eF (Id(efl) II hl efl (efl) || a 1 || Id(ef2) II hl ef 2 (ef2) II a 2 II 
-llld(efn) ||hl efn (efn) || a n ) 

fctt. ±IB7 */^*^«fci;£-9-7'7 */l^iltrtoT?P§«£±ieo¥lf i^ffl^S Z k X 
. ^77^;^^«.xyhiJes^^^v^ A ffiiff^L. *<75ft(c. 7*-/Wfcffi« 1 
xy b UeFO|^vyy A ffiiffj£-f§ 0 
[0069] 

<W=, S»7r>f;l^Sffj«^ai Id i±. MSS:l ; Jm5l8*^7r^;kfflW* ! J7T 
4 /l^Sff JSKKFi leSfRep ffi LT±l£xy h >J ef*tt3«&t4 £ fc T\ ^ < t 
Ml) JJBTJjSftfcaEBJi^^*-/^ (xy Hi) <^««epnfc*^<#7r>f 
;p (xy b u ) OiiSfiW ( 2 ) JJEa v s^«ffjfc#gl 1 atioTMLftA-y 

y a « hi,, (ef> i. sr^aiij^^sifctt^<M^(tTi2^ri»fa^mis (xml 

(Extensible Markup Language) 7 vTlSf) t«t 1 9lB^L^«7r^/HS 
J| SFR(ef) iffriW-4«|gi^Tt4. ifc, :«187t^/^S SFR(ef) (i. JblEX 

yh'jef #fcffj£3*u. 
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[0070] 

ZZ\X\ )VmW^y T^)VmW^^MWi FileSfRep (±. 03t^idt. 3I» 

b t£h 7 T^frCOmfrb , HashRep(e) fc 1 i ^Tffij£3*tfdI£:£ft££AW£ffl$:fl 
& 0 HashRe P (e){4. @4t^-«tat, i^T-?<hashaata>T'^&$*VC^ 

S. lOAyyctf-^CIl AyJ/a ■ XA£<algorithm>M/^ >y ^ j>ffi ( 

Nyx^f) <digest>TMSilT^I. 0 ft, 04ii. SHA-1^MD5^n -y ya7/^" 

So 

[0071] 

<7)i§^«±. A 7 -/ A f-^t, JE^. A 7 ya ■ ^-CDfI<hashkey>^f|II 
. i^^WN^yjtr^d'UX^ii, HMAC-SHA-1^HMAC-MD5^T'J>&. 
[0072] 

ttz. I&7T^;HIIMfglleli, l^«ii#Kl8*^^7T^;I/^^ 

mm comp^eSFR m^mix . mwft?T>i)immmm i dctotML 

£#7T^ffl5^7r^|giI SFR(ef) fcifcftTjSM-tSik-C. «R^)7r>f^ 

ffl5#7r>f;HU8 SFR(ef ) ££jftt§. 
[0073] 

set. mi7r4A&mmmi i d{±. ±ia^L^fitMLT. 4»&< 1 *> ( i 

) JiiefOT^ ( ¥ ) t <fc o-C TJjSflfcxy b U e <0;*Xgepnfc:£-3< 7 *;l/?V)fl£iJ 
iW (2) ±IBtt^A.y^ a «^j$#gi lct^TMLtft^^xalSBfg 

nmuzm ^wm% < mmircffifcti $mmm ( xm L**r?- ? r v rtfgf ) 

ti0^SL!t7*;^fflS»7r'f;l^gSSFR(eF) £fi**-4«iB*3r$-S. x 

SFR(eF) b IX i> i < , ±IBxy b >JeFO*ffi ^fc J2£<M&i>|lT£&*ffiii?)7 */k 
^fflB»7 r >f /HUfSFR (eF ) b I X t i V \ 
[0074] 

ft. 7*;P^fcfl54x>'hUeFfc, 1^7'7*/I^Kffi4xyh«;ea3&qftW3nrv^* 
^■fctt, JJaSSft7r4/l^f&£#8l 1 dfi, -*)~?V7t4 >VSFft<7)7*>\,mW 
®yr4)V$m SFR(eF) offifcfcfc, ±^7'yt^flzm^zcyhUes^zm^<^y"y 

* )V-fmWhy T A )Vmi SFR (es ) £ . W§W WC*f7* 7 * /l^OflStf 7 T 4 
mm SFR(es) M/7*;^ffl^7r^/HSJgSFR(eF) fcfftfctS . Z0>m&Mi* 
±ieStt7r>f;l^S^#Sl lell ±ie7 7-<^ffl^7r^/l/^I SFR(ef ) b 

mmz±siiE&Ltt77*)\,ymwft7T4ium. sFR(es) ^sifliwtii i )7r 

-frt^^JgRBfc ComposeSFR £Sffl-f|, 0 
[0075] 

^iisFR(es) *^«L3t«^w±, mmr^jvmm^m^m leizx^x^tm 

Mi. 7TA)VRmh7TA}VmL SFR(ef) *£tt"C*<, JJE-fi^J*t^7*7*/l' 
^'fflSft7W/HtijE SFR(es) t-S-amSififc'SrS. 
[0076] 

[0077] 

SFR(e 1 ) , 
SFR(e 2 ) . 

SFR(e n) 
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[0078] 

s. 

[0079] 

n^r (x>-bue ) w^epnt, jjegf^w/HSJifM^fSi i dfciorf^js 

LTM^#^#^7 7-f /Hlil SFR(e ) te*tl,TS8»7r-f A^^jfilfflR Compos 
eSFRfcSfflU xyhUefcS^<S*tl7T^;l/|ISSFR(e) £tf*fl>» £tf>Sf»7 
T^/I^llW^It ConposeSFRtt. £>ilfcWjftT* 0 . Witfxyb'Jeti 

g#7 7 >f /HS1 SFR( e ) £ XM LJEfeSTH 2 fcjjct J 5 I^Efi 

■fSifc^^SraRTftS. fflU @2fctHY£\ T»*5IV^ («itf, SFR(e 1 
) ) t±. Z<V^COi>CV-C'li%<. -Ot*). -&mtLX<D SFR(e 1 ) ZCOh&X'li* 

<. *<rx&mtjem*. zcommiziu^-&t^dm**ix^$>. 

[0080] 

0 2 Tli , ±|gA* $ ttiZ 7 * WW *X%epa£3r3\ 7 * /l^*-A<f ol der name> 
» ±iei2l4X«ll5-C*L^ HashRep(e), ±fBgift7 T 4 /l^eSE SFR(e) iz£ 

[0081] 

JiLb^i 5 1, -f v U 7 r >f 1 1 1 i oTffr£$*i£-r? U 7 t >f ;P s F ^ 

— MTI>I>+J"?y 7W/1/SF 1*06 t^tt. H6(;*-tJ:aC "9"? U 7 r ;W S F 

7T>f;PfSSSFR(eFl) tt, 7t<7)T~?tf7*fry?i>&t:#>* @2fcjjcffSB¥3fc£8 
fflU HashRep(eFl), xy b "Jes 1 fc*"^l^5!»7r-f /HBESFR(esl) , M> l> 
h Uef2taE^VVt5S»7r>f ;l^HSFH(ef2) CioTflWtSnT^S. 
[0082] 

S*«77r>f;l^3lSFR(esl ) tt, xyMJeSltf W) 7*tWr?h*1&>* a 
2tC*1-S3S#ffittlMt, BashRep(esl)atfxy M;ef2fc*^^fcK»7r>f ;I^iS 
FR(ef2) fcJ^TfllJSSiftXUS. W»7 7 A ;H|3gSFR (ef 3 ) fi. xyHJef3# 

77^/^*4^, E3fc^£8£f8;£&fflU HashRep(ef3)fcJoT»j£§*VO* 

s. 

[0083] 

-3&\ a»7r>f;l^SSFR(ef2) (i. X>h»J ef2&7T4)VX*hh1&i. H3^t 
L , HashRep (ef2) i -o Tf«J&$*lT V ^ . 

[0084] 
[0085] 

c i ] xMLwmfccvtmwmzz. mmtx^ztztb. ;<oie**^*i*tt*<«-flt 

[0086] 

[2] xyhuomi;xybU^^'7^aT-^*W#(t^^iT. xybijeW-y 

j. t - ^<hashdata>*i^K SixTV^ „ 
[0087] 

j" Affi<digest>, i^TfiA-y x ^-<hashkey>^£*VCU& . 

[0088] 

C4D 7Mfii*T^h7r^;UtL-C^LT*3'9, *flBS£ft)fct6£ k 

V'J 7 T >f /l^f&frf * £ fc . 
[0089] 



(19) 



^^2005-94146 (P2005-94146A) 



mz . m 1 fc^rf^v y?r-f ;HB1t#g l 2 ii . y 7 r >f /Wftft^a 1 1 J: -> 

4 ;Mf ai#a 1 9 LT v tfrtfv U 7 r >f ^ S F iWifrtti IX . J£if ttOMEfcft 
ATS. 
[0090] 

mm-t&ztv. ■r7U7r>f^vNv^affli3 hF (sF) £ffj&-ff>» ssifcoflEi: 

±, J2TF, 1fvU7r>f;l^)Ay^a«ii3 aF (SF) £ r Dj T^S-rs. 
[0091] 

[0092] 

?v?yJ> ( P 2) ZMft-fh <T fc i of , 0 1 £Srf«fc 5 i*gm*S2 1 , BMtff 
[0093] 

jiSfI¥l52 1(4, >f V7-*>y h 5J^LTfto^StffllB (r-*> ^gftS-ff 
■3fcA£0«^frtS. ^y^-^'yh5^^LTflJffl*S*l*^}S^-r 

DZ%m mmtc&toitx , > 7 ? x v =7 7 * * e &t> h t £ Mt-t & « 

[0094] 

7^atD«f-^c ^irof#^i52 2-cwu^B#iijt s fcitms&oPHMffs&ss 

nLt, S£^t>Wt-?TSTI(D, t)fcU £<&SteLfc^fc#LTTi'*4W» 
45 sig(SK, TSTKD, t» fc^JjW-4«iBt^rf4. Z(?>T t J?>\M% sig(SK, TSTKD, 

t))(±. tsa (z.) com^m (mm) sac* ^f^^f-^ tstkd, t>t*«-&T 

[0095] 

£*6£LTffifi£U: W4^t>Wt-7 TSTKD, t), MX, JJEfftSSflfcrS'** 
/Hi* sig(SK, TSTI (d, t)) &#OB#WiEIlEBH# TST(sig(SK, TSTI(D, t)), TSTI (D, 
t))£fffifr&mffiifttZ. d^MlgaEiEBM TST(sig(SK, TSTKD, t)), TSTI(D, 

t)) 14, m^mf'j^fif-^t ixmmmmimmz^uzi><Dx$)&» 

[0096] 

i^t, @l^-r^iiE^4(=o^T!^t^„ 
[0097] 

ttME^gU 2a.A, v ifiSftft^lM 2 b 1 , ;vy 5^«DK1£f&4 2b2,A 7 
yj.fIJ:t«^l54 2b3. -9-VU7T-f;l/^'yS/j2.fflSlt^S4 2c 1 , ^>j7r-f 
71/^ >y y A filXf#^4 2c2, t?y 7 A M\ y ^«Ji»S4 2 c 3 Sr^f L 

x^i. tit* 3yeA-^fcLt:to«asiB4fc*>fts^TO^HDtti % ws^a 
#S4 8. BWrtPi#a4 93WiBSSiir^4. £<oBWflf»i«4 9fc:Ht. ±ta 

A 7 y A »l ef , h2 eF , h3 eF #Kfc*«S*i-aV&. ft, »S^fc*ffc$r44MI» 
K(4, M4*^aTTTP (T) fctt^T^i. 
[0098] 

t*Mfi4cD3^ MSM#a4 Hi, ^y7-^-yb5^LTffi^Si:'lfffi (r 
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cox y h >; e , iw^MIe lzm~J < V U 7 r >f )V S F , HSMfgiEIEHW TST 
(sig(SK, TSTKD, t)), TST I (D, t))<BtfIU tfclEfflieiI#&4 9 fclBULTfc < . 
[0099] 

$W©4 2J4. iilTt^t-KtiD. ^'J!gfIiEBM^iE^14«iE&ffd 

[0100] 

IEStt^|jE#l54 2a(i. ^liEffl ; »a^l54 8fc«aLTt>^^B#IiJlgieiW TST(si 
g(SK, TSTKD, t)), TSTKD, t) ) imZA,ZKX%<J£L\^t*imthWm:Gt 
S. Mxff. ^fiEffl«a#e4 8^aLTfeU^B#fJI2iiEiEBB« TST(sig(SK, TSTI (D, 

t», TSTKD, t)) HitttliT^irA^, sig(SK, TSTKD, t)) fi\ IgpmffiBE. 
mm TST(sig(SK, TSTKD, t)), TSTI(D, t) ) \,Z^;tiim%M^ : J9 )Vt~9 TSTI( 
D, t) liZftthTisfjVW&X-lbl Z. k Ztiffitl . 

[0101] 

A^*ffifffJ££gH2bltt. TTP (T) t«fcoT>j3$n!t«ilE*^C0X^b 
U e tf)A.x£epnfca^Jv v£ . *HEJfl«a#&4 8 fr^fEMt^xy h'Je im*ftt 
Wit i Sil^l54 9^^^7^a^iChl ef , h2 es ^||!^mLT±lfixyhUeftt 

#Kl^yj/aM#ai 1 aXlitt^Ay^ a «[ffjS^ai 1 c^y^af* 

[0102] 

a >y 5^jl«JRWS4 2 b 2 J4 , 8SEfl!**fS4 8 LTfcU^V V~7t4)V 
S F *Jftfct6gtfj7 r >f /H^iSFR ( e ) +tf>*tJ&f STCOxy h »J <7)A 7 ^afcDl £JR 

[0103] 

A «y v a fflJt^ S 42b3li,AyS/ a fill ft£#S 4 2b lfcioT Sft* Lfcx 
yb'Je<7)A 7 y a f Dl't, ^'y>-ifBKf#^S4 2b2^j;^TK#L^7C^xyh 

w^,i,x.m\umi (di'=dd T&sA^*ifciW-i««i*%ts. 

[0104] 

•9-vU7r-f;W>>7ix Jt ftsits:^4 2c Ki. t£iEffl«a^J£4 SfcfcSLTis^ 
£-9"? U 7 r A )l S F (CM L T BUfcWf & 4 9 U^W^r^f W \ y 5" 
j.MS4h3 eF S:iIfflLT. y-?V 7 r 4 )VS FWvy ^ifih3 eF (SF ) fcBH-JttSflffig 

[0105] 

feA-y^^fiS: r D -j x *m» zm^mmz, ±fflmm*i<W"?v7r4 

<y v a ft f&£#a 1 4 fc: i o T . V VJ 7 r A )V S F (0^ -y a ffiD I £#Ji i: ft 
[0106] 

wj-7T4>w^*sx.mm^m 2 c 2(4, MeiMEjfM*®4 stcssLTtj 

^^BtMISIiEliEBW TST(sig(SK, TSTKD, t)), TSTKD, t) ) ^(JM^M^rfV^ )W 
-?TSTI (D, t) t^ifi-STcwr? >J 7 r >f iWa -y yitD * ffiHi-iMltS^rfi . 
[0107] 

7 r-f ^A -y i/ J .«.t[:K#K4 2 c 3 (4. U 7 T 4 )W\ >y v affiBtt 
42c lT-Blfi:t^VU7r-f^SFWN.y^ittD , fc N jE3tt*SE#a4 2 a?]R 
#L^7t£7)^U7r^^SF^N-y^ A fflDt^|5|tT-S)l. (D'=D) j&*gi&»£Jt*H- 

[0108] 

£Ul(CJ:D, $MS4ht.T(4. D1'=DK D' =D#j£D£Ti4\ 4-&<fci>. 
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T^%^tymx'%&tzsb, A.yy a f di' izm^yhviicomm^hi-z rjE% 
(ok) j fcawju D'=D^oi^tm(f. ^msstLT ^ (no j 

[0109] 

awe, ±wa8svM9^ffl^T. *nM»i)#^^T^Bj-r-s „ r^-e 

te, 06fc5Kf^vy7r^;l/SFi£fMLT. TSA (£) 
[0110] 

epnfcAfrtSfc. X>hUJgS*ai 0T14, A^epn^S^UT. 7 * S 

17a^xyhyeFlHfit#aW\ ^xybUeFite. @7fc*-t± d&Mt^i 9» 
j£3*uO^.. B|J*>, xyHJeFlttt. ^77*/t^'T-$>£xyhi>esifc77^/ye$> 

^tiiT^&„ <r^J;oC locoxyhUeFHc^^^-g>xyhUesUxyh»Jef3c?) 

n^£^i»*$> i. -e ^x y h >j ^x > h y es w^fts^ s i fc 

if . 1 ocox y h y eFl fc*4 ft* x y b y esl fc x y b y ef 3«£#;^ *«j§ £ «b£-T 
[0111] 

^LT. tVij7r^H«*ai 114. 08te3tf*«e, f7ij7r^f;l'SFlJ 
[0112] 

t-f , m 7 iz^tAt&SSMT9>ix.y h U eFlfcS-*< S*->7 r 4 ;l^SSFR(eFl ) S 

^fflBift7 74>Uf8SftjfiKI» FolderSfRep^ff^tfJ-f (Xf'y/S 1 ) . 
[0113] 

U>U xyhUeFlttt, *aT<Z>PBJBi:LT, Tf? */Wfcffi4xy h U esl fc 7 
W/W:fll>xy h Uef2^fSlft§ixT^l,^, xy h yesi£^Wc^J7r^gl 

SSFH(esl) iy xyhyef2(CS-3'V^^7T^;^3SSFR(ef2) fcf&fctSj&gtffc 
S. Jg(=. S*«?7T>f;l^^J«#Sl 1 dCiot, IW!«l#gl 8*>^ 

7 */l^"ffl^;7 t 4 /l^Sf^JSBSSFoiderSfRep* tS^aj-ti; gift 7 r 4 ;l/^JS 

a 1 1 et,z£~ox, mwsmm 18H7H ;wffls» 7 r ^ 

leSfRepa^ffi-t Ufv7S2). 
[0114] 

L*»U xybyesittt, ^stcT^JIiLT, 7r-fM^Sxyhy e f3^ 
arSflT^&fcft, xybUef3t*^tvtfl|jSHISSFR(ef3) fcfftS-fi&BtfS. ^ 
T, Hfcifc, gft7r>f;P^£j£#gl l el:^t. Mi:«a#l5l 9K7r^ 

[0115] 

iKfc. ^7r^/H!i!SFR(ef3) £ft*M>£J6. £1*, S'attftlfcfRl 1 ate 
i-Jt, WS<g*#Kl 83&»^N'y^aRBfthl af8 tK»ajtT (Xf»/7S4a) . x 
ybyef3«ffl-rS<ltTA.yyafflhl e f 3 (ef3) fcf&fct* Ur<y 7°S4b) . K£ 
, S»7r-f;i^S^^Si l etiot, ±=a;vy y A ffihi ef3 (efi) fcfflv^fc 

±ISXx -y 7° S 3 Tfg^aj Lfc 7 r 4 ;l/fflg»7 r A V&ffimm\ leSfRepJ 
xybyef3HitfflLT, S»7r>f;I^SSFR(ef3) *m&th Uf 77S4c) . 
[0116] 

ififci 0 . H 7 fcjjcfxj/ h y esifcS^<S»7 r A ;^SFR(esi ) <nW8£3k& 

m&Ltztz^, mz, 56»7r>f;i^asFR(esi) *fwrs. ;v y y 

affllg^Sl 1 bt;40A>yy J .flhl ef 3(ef3) fcW*iflHBa3i:^IS^*ffoi:*fc 

. &&Kvzs*mm&mi lciciot, ^»i#si8*^A.yya»2 esl ^ 
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R*iBLT (Xf-y/SSa), *6£LfcSSH hl ef3 (ef3) II a 3 tSffl-f § ; fc"Ch2 es 
itiS esl CDM^vS^ffi£ffr£-f6 (Xf77S5b), Hfc, WftyrAivmi 
leti-jT, ±IBh2 eal fcJ:S esl ±fB 
>y 7-S 2T^*ajL3t7 t;^ffll»7T >f /HSM£»older5fRe P £xy b Ue 
slfcjSfflLT, ^7r^;HlJ|SFR(esl) £fft£t£ (Xt-/TS5c) . 
[0117] 

tit. H7(C^xyhUenta^J<Btt7T>f/P«lSFR(eFl) 4>ffij£g3&£ii5E§ 
•fr4fc»(C, It, g^7W/l/|SE|SFR(efl) £f&ftt4. *tf)fctf>fc, £i\ ;vy>- 
*«ffrili#®l 1 dtioT. raSX i tIi^l8*^y^>y^ J! .»l ef2 ^^!llLT ( 
XT>yTS6a) , xy h yef2tBffl^5c: fcTvvyv'j.ffihl ef2 (ef2) fcfftjtfS ( 
X T <y 7°S6b) . gfc, WtoyrlJVWa&m-m UatioT, ±IE^'y>-^ffl 

hi e «(ef2) tfflv^Sfcftt, ±IEXT'y7°S2tfg^aiL^7r>f;PfflS^7r'f;P 

^f^filtraRFileSfRep*xyhUef2tafflLT. g»7 r -f /H&gSFR (ef 2 ) fcftfiJtt 
5 (Xf77'S6c) . 
[0118] 

dflfciO, H7t^xyhUeFl(cS^'<^7r>fyHl^SFR(eFl) 

fltSLfcfcft. ia^<s«7y>f;i^ssFR(eFi) 

fc^H^Sff-Dfcftt, Stiitt, A.y^affihl ef2 (ef2) bttm#ka2b<r>m&* 

'HO* ^.yyiiMfgllctiot, RBft«3I#Sl8*»fe«t^^N 

y^WRh^„tK»ajU-C Uf77S7a) . ±IBO 4 o fcUte UdfeS, flUfe, h 
2 esl ^4&esl^£yv y ^ A ffi, «i, hi ef2 (ef2) , M/«2«5ift£jiffl-f l> £ th 
2, F it«t4 eFltfOM-^A.yvj.fi^f«tS (Xf77S7b) . jgfc s g#77r-f/l^ 
S^JS^Sl leKioT, ±IEh^FitJ:6 eFlc^i^vyx.xffi£ffl^l> tftt, ± 
texf 7/S 1 Tl^ffi L/C 7 t)Vm^}y T A /^g«»olderSfRe P £xy h 
UeFltatfflfC, Sl«?7r >f;i^SSFR(eFl) £ffo£"f £ Uf'y7S7c) . 
[0119] 

ZLxmmz, t7ij7rl/«fglltJ;-,T, '^iffl^HfllllSjRSrf+JirtS 
Z i; T' ( Xt -y TS 8 ) . M 7 4 3 SrtJ"? U 7 r >f /PS F 1 #£|£t 5 Z fc 

[0120] 

ifcfc, ^v;7y>f/HEtt#f&l 2tc4-?T. UEfBSLfctW 7 r>f F l £7 
r A iVm&m 1 9 tlEM LX*m LT < . ifc . -tv y 7 r 4 -y ^ 3.WEm-fk 
14t;i-5TA.y^ J .fiD*^j£-r5. f Lt, iSSfi^Sl 5£4-?T, 09H7^T4 
■5 H s TSA (Z) ««IIgI2^A 7 y i ID^2tf5r^:t, fijffl^ (t?) 

tsa (z,) mmmmmo ufyrsin. 

[0121] 

ifcfc. TSA (Z) <?) B^MISII^S 2 f J4 s B#I'JlXf#^S2 2tJ;^Tffi#t^B#r H 1t 
(=4 0. B#WIfIB>1« TST2£fft£-fS. -f-LT. H9 3 fc, TSA (Z) (4 

. ^ijigiiE^a2*^fijffl* (ep) mmmMi^mmmmm mirmtth^ 

b T\ B#f 1 lEIMEgfc o„ ( Xf -y 7° S 1 2 ) . 
[0122] 

mz^ mmm (¥) ^^y^t^sxyhyeFi^nijiEB^^^ffi^ <h) tira 

■fS^tfifiT @9fc*-TJ:-5t, fflflt* (¥) (4, fflfflMfcl^M 

y^-*yb5*^LTTTP (T) «iE§gfi4£. iflSftR-Cfcixy h U e . I« 
7 5 r/P^e(C^'<- , fvy7r-f^SF, &t/\ ff#MMIIIPJ» TST(sig(SK, TSTI(D, t 
)), TSTKD, t))£Mfrfl>c:i:T\ tWPJIMEg^fH (XT-yTS13) . 
[0123] 
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f, mmmmm TST(sig(SK, tstkd, t», tstkd, t))£mm<m^&4 

ffiUfci-oT, B§M!21iEiEBJ» TST(sig(SK, TSTI (D. t)), TSTKD, t) ) OjE3tt««iE 

l^io. y >y h 5 s^- LTfijffl^s* i *mm&3\£mziiz> ( 

Xt-xTS 14) . 
[0124] 

kotzimmk) lz£t)mMi-&ZkXMmmmTA)imiSFR£imi. Jgfc, 

ift^»osft7 ta a&ms f R*^^^7wsigs:ffi^-rs ; tx\ ft$*wt-f v y 

7r>f/l'SF£f&£l/0^. £*)fctf> s y"?VyTAjUSF£-7TA}VgmFHSLl9iz 
EttLTWILTfcfttf, xybUeFiod^^-gpoxybU (fUtf, xyHJef3) 
teS36W£ tfc*£? fc , V?tAjVS f <og&7 r >f /Hftil s f r £ Mr . 

* (#Ui£, xybUef2) {i^fSft-C*Si:«JaE-r4ii:*«-C#S. 
[0125] 

tit. Wh7rA)vmWfr$&W!.l ldtiot. tv'J7T^^SF^, xyHJe 
[0126] 

CS&2c^S&$B) 

^xffifoztitz7t)iymi^yhvef2£mmmzitz^z^xwnLx^& 

[0127] 

Eli o»hr?y7T^sF2te. hi it^fcd&»t^ffi)&t&oT^i, 

StT^ft. HI ItSrfidt, xyhy e f2t{±. -t7'7=3-;^'^^a^t. 7r>f 
/Ptffiixy h Uefll, eflaWfittSftT^i. 
[0128] 

1fvy7r>f^SF2C9fl|j£te, Hi Ofc^tf-J at. i-iF"*-A<username> 
^WB^ORfJlgggi: , xyhUeF2tS^'V^S^7r^;^i|SFR(eF2) tioT 

. m2lZ^tmm^m^tmi, HashRep(eF2h xyb'; e fllt«0'V^®^7r^;^ 
JfSFR(efll) s SV\ xyhUefl2tS-3'V^^7T-f;^JiSFR(efl2) t<± ->Tff 

[0129] 

Ht. S»7r^/Hii|SFR(efll) |J. X^b U efll#7 r 4 rt/T* 4 fctf>. 03t* 
^fSIi#££SfflU HashRep(efll)tJ:-3T«JS$flTV^. H«fc, Ktt7r>f;l* 
J|SFR(efl2) i±. xyhUefl23&«7r>f;l'T*-6fc«>. H3 fcjjrf£8#i6£tlUHU Ha 
sMMefl2)KJ:oT«j*$;fvO*4. 

[0130] 

JSUJKHLfc i 3 t*^JW,t J: ixif , _hlBH 1 OggftiBJB fc H«««ft*IW4 

4. 

[0131] 
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[0132] 

1 1 2}±„ LAN (Local Area Network)^ y^-^-y b*<7)}lfl*'y b7-?TSf 

M$ti/t2^w^yr?y (j^—vi-JU- ayta— Pi, P2fc. i^i^'jyaypi, P2 
^*iehjait£*r0^xy b uw-M^LfcHTfti. AyayPlfcl27*/krA 
^'IfrltSftTfcO. %<n*£.7T4)W\, a2, a3, a4#"fgtt§;frO^ , A°y3yp2£li 
7*/b^WI&li$*rCfc i X ^<7)^tZ7r-^/U5, bl, b2, b3, l>4a*tt«3;frC^4. 
[0133] 

H13{±, 01 2fc^cf 7r-<;P(7)'5%, al, a2, a3, a4, a5, bl, b2, M^xyb 
US€#afc J: "5*6565*1, JSC al, a2, a3, a4, a5£-O^V]/-7°fc LTXV b U 
afcU bl, b2, b4Sr-0(7)^'Vl~7°fc Ltxyh U/3 t LTV^. xy b 'Jb3ii^;£§ 
ft&fr-^xyb UT'&S. xy b U « fcxyb'J tfa^&S^/b-T^irfc&^-r 
tLT, xybU rfc LT^-7«¥St i 0 Sg*U#IT;fc* . xy b U t*hM> 

bUal, a2, a3, a4, a5K*f L-Cjtffi-t£A.y y^HS^hai: L, bl, b2, MfcttLTa 

ffl-fl.A.y^j.M^hb, xyb'Ja, /3, rtaM-iAyS/jtBBftihfc-ti. xyb 

uavAv^aBattsttiMMffij, xy b v\,zm&>\vis MB.tmzmt&Ti;? 

i OW=*f LT , S»7 r •< ivmimte ijrf . i^Kli , xyb 'J te<0^7 r 
4>V$mblX, l^xybUc7)A- y y a fi, S;\-y^afiMtJ«lcffl^tA7^a 

-**JflV*S. xyb'Jal, a2, a3, a4, a5fcitt-6S»7r>f;l^BHtt, * 

tlt'tl, 

ha(al) || ide(al) || idh(ha), 

ha(a2) II ide(a2) || idh(ha), 

ha(a3) || ide(a3) II idh(ha), 

ha(a4) II ide(a4) II idh(ha), 

ha(a5) II ide(a5) II idh(ha) 

t&i). ttz, xybubi, b2, Mizm-zwtfj? r j >pmmt, ztifti, 

hb(bl) || ide(bl) || idh(hb), 
hb(b2) II ide(b2) II idh(hb), 
hb(b4) || ide(b4) || idh(hb) 

k+£h. xybU«txybU/3t^-f-|,^7r^;l^S{i, ZtiZti, 
h(ha(al) || ide(al) || idh(ha) || ha(a2) II ide(a2) II idh(ha) || 

ha(a3) II ide(a3) II idh(ha) || ha(a4) II ide(a4) II idh(ha) || 

ha(a5) || ide(a5) || idh(ha) ) || 
ide(a) II idh(h) || 
Mai) || ide(al) || idh(ha) || 
ha(a2) II ide(a2) II idh(ha) || 
ha(a3) || ide(a3) || idh(ha) || 
ha(a4) II ide(a4) II idh(ha) || 
ha(a5) || ide(a5) || idh(ha) 
k 

h(hb(bl) II ide(bl) || idh(hb) || hb(b2) II ide(b2) II idh(hb) || 
hb(b4) || ide(b4) ) || 
ide(/3) ||idh(h) || 
hb(bl) || ide(bl) || idh(hb) || 



(25) 



m IK2005-94146 (P2005-94146A) 



hb(b2) II ide(b2) II idh(hb) || 
hb(b4) II ide(b4) II idh(hb) 

[0134] 

(1401111] 
[0135] 

teBfS«)HHiaT-^SJniT-9-7U7T>f^ SF3 

[0136] 

•9-ey7r>f A^gWNvs/aitS. SF3 £A>f hM^f^^^f-^ i: LTg^ 
. ^i^^fy^ ■ T-?tettlTjIJS-fl>MD5 ^ SHA-l ^WVyy A fH££jIffl 

Ltzm^b LTi iu„ ifv'j7r-f;l- SF3 <7)A.y^ A «££<al:3fc^U:*&£te 

a. 7 r>f ;w)a 7 yat t*ftj^if8ii[«s tst3 m\m. mmm 

^vU7r^@ftSF3 £m^&g!B&t>&. 

[0137] 

J3!l<0#S?i:l/C, SF3(^4*Uxyhy r ^»7 7^i»^ i^HJr^ 

h(h(ha(al) || ide(al) || idh(ha) || ha(a2) II ide(a2) II idh(ha) || 
ha(a3) II ide(a3) || idh(ha) || ha(a4) || ide(a4) II idh(ha) || 
ha(a5) || ide(a5) II idh(ha) ) || 
ide(«) II idh(h) || 
h(hb(bl) || ide(bl) || idh(hb) || hb(b2) II ide(b2) II idh(hb) || 
hb(b4) II ide(b4) ) || 
ide(/3) ||idh(h) ) 

£MJU "fV';7r-f;PSF3WN-y^ A ffifctTt t?'j7r^;k SF3 (O/Vy 

liEliEBJ* TST3 SrfflUT, l$«J!^2tf5i&^ lo<Of^ • r-*\ al 
te^4B8f!BSiEffltf>*aEli, alotWCl>l>Ti''?/I'-T-3\ SVxybU al (c 

hj ai izm-hmm-r^vyr^Mi. mmm*cb& ai t«^sf-^ 

ha(al) || ide(al) || idh(ha) 

ha(ai) || ide(ai) || idh(ha) (i = 2, 5) 

h(hb(bl) || ide(bl) || idh(hb) || hb(b2) || ide(b2) II idh(hb) || 

hb(b4) || ide(b4)) II ide(/3) II idh(h)L 
WJWm\z%tzh^VY^r<nLmSM- ide(r) tW^y'y^mWmm- idh( 

^fzib, ±MftW~?V7T4)l SF3 {Cifc^T7*-^** t /hS<*4. 
[0138] 

WEBJco^ 1 35:5 7r^ /woes** ntf> fc Jof? U 7 r >f ;KOr-* 
^>»xy h ij Wiv-vyyzmmzin? ZklzX*)^ iog m (n) ^-^f-^ 
. fflS!Hbir?y7r>f;^fflv^5«JiE&{i N n j&**#m§££, f?'j7r^/V 
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[0139] 

ai izM-tm^m^vyr^jv^m^xmmmEm^tmifrdrz^, t-r. ai 

COfWe&Sri^/P ■ f-^:|£©A 7 y i ii ha £3IfflLT. ha(al 

[0140] 
[0141] 

Jt.«Sft£3#t «£ 0 fflJJWtr? U 7 T 4 Mrb-t*? V7t4A> SF3 \ >y j/a fi£ £1 
[0142] 

SSlfC, al tzm-imi{tfr~?V7T4JVfrt>iil£.m>li i -9 
ha(al) || ide(al) || idh(ha) 

[0143] 

£ 2 . BUie ^f£<7DX y h ij alCft *> S T — * 
ha(al) || ide(al) || idh(ha) 
b , B#3?IP5to*f££ I, x y HJ ^pgJBflBttti t ^»x y h y al 1 5mcom& 
H*SlffltLh«X>hU a2, a3, a4, a5 fcfllb$T-* 
ha(a2) II ide(a2) || idh(ha), 
ha(a3) || ide(a3) II idh(ha), 
ha(a4) II ide(a4) ||idh(ha), 
ha(a5) II ide(a5) II idh(ha) 

£S1»U MxyhUal OUfcSfcSxy HJ atStfixyhUfflAyj/iRlft h 

HSfflU IgXyhUal <^S(C§fc5xyhU «©A 7 yal 
h(ha(al) II ide(al) || idh(ha) || 
ha(a2) II ide(a2) || idh(ha) || 
ha(a3) II ide(a3) II idh(ha) || 
ha(a4) || ide(a4) II idh(ha) || 
ha(a5) II ide(a5) II idh(ha) ) 

[0144] 

f3C, SMxyhyai coiRtSfcSxyHj aayfflfcF ide(«L fyfS^«jc*f 
-t^wSoLiL aVat^SxyhUfflA.yyj.RgRh c»iKP idh(h) £}SffL 
, ^MxyhUal (^KfcSfcixV'bU atffifcir-^ 

h(ha(al) || ide(al) || idh(ha) || 
ha(a2) || ide(a2) || idh(ha) || 
ha(a3) II ide(a3) II idh(ha) || 
ha(a4) || ide(a4) II idh(ha) || 
ha(a5) II ide(a5) II idh(ha) ) || 

ide(a) II idh(h) 

[0145] 

SS4fc, ±ia<50^Ilxy hUal ^SCSitSxyfyaihl.f-^h 

h(hb(bl) II ide(bl) || idh(hb) || hb(b2) II ide(b2) II idh(hb) || 
hb(b4) || ide(b4)) || ide(j8) II idh(h) ) 
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T?V7t4/1> SF3 «A.yj/afi*tt3t-tS. 
[0146] 

±mt , 3 apg^e^fc: , awftr? >J7W v U 7 r A )V ■ 

^•visj-mmm^®m~? y 7 w ^ £t^s#ji£SLTv^\ Pgn 

774/l^LT, JJTF?)(1)&M(3) fr&*4T-*£«flHfc9~?y 7 r>f ^i: LTffl^ 
a -r fc i 0 . ffiSMtr? u 7 r >f ;i/f iJJ?»-? y 7 r >f ^ ■ a ? ^ *«stt«¥aii 3 
mcox.yh y * #tfth? y 7 r 4 ;l/<?)^ >y i/*m*fflfrtl> - 1 #"C£ § . 
[0147] 

(1) ISxy b y^rt^TftSr^/i' ■ r-*. 
[0148] 

(2) SMxybyfc^TOc^^^xyhy (iL iM, »>3«tf**fc:3fcSx 

[0149] 
[0150] 

±ianst^ffiij , jM4T-{i, -r7U7r>f/w^j«#ai lttjwt, 7*/w*a 

7TflLtSi*liJlJi«fi'W-?g?)tT*«lfiL'C, th?U7r>f 

^vy7r^SFHft£LTkJ:K ^a6S*^Jt*&S*afci0. "tv 

y 7 r 4 ;ws F ; £ fcfejg Uciy h y ^^WJtott^fc &6 . z.<m% 

, a>v2.-?t Lx<mm%mLUzmhyT4)VvXT&ifiw&thx.vYv<r>m 

14 (Witf, IfcWROSffiJltt. «L7-M/mtt. T-;H7**tt) OfiKJ: Offije-f 
SS*1 , B#«iE^S2, ^!ISS4-rlWX'9^i^rn^7A(pl),(p2),(p4)^fB 

[iaffi<7)fsm^Bfl] 

[0151] 

[01] *8UJ§<9|&1 ^lltW«J(=«aA'^^MlI#S«^ffit=fc^l>a*I±#:^^. 
iHl^f V7 h?7^-r (Infrastructure) , Rtf4f**0Xltl£fcSU;H. 
[12] ^vy7T^SFc7)-S5£g|JIL£ia o 
[03] -9-vy7r^;PSF^i5&^JgL^0o 
[04] ^vy7r^^SFco-i5&^L/i0, 
[05] irey7r>f^SF0>-aiI£iEHl,fcH. 
[06] -rey7r>f;PSFi^«c*^SL3tH. 
[ 07 ] 0 6 £*tirv 'j7r^ikSFi(;«xyhy <D*flBi£^ L£0. 
[08] 06tS^vU7r>f^SF l<^jfcfiH£ii?U:7n--B. 
[09] mi «S^i^ftl,T-^jlWI^^L/i^-7-y7.0. 
[ 010 ] $ 2 ^HiBgastfc JtSlfv y 7 r >f F 2 £ft£ft3I UfeH. 
[011] 01 0(;ii^vy7r>f7i^sF2tffiSx^by<0*flSi**tfcH. 

[012] *3«^UBBIB^L, LAN (Local Area Network)*^ y?-* y M^ilff 
*>y h r 7-7T-im$titz2K7)nyay (;t-yt;>- ayKW) PI, P2k, £*i 
^tyaypl, P2l;m-P*iieiiSiir^Sxyb y*>Hfi£*Lfc0tr*4. 

[013] 01 2fcSrfxy hUfcat^v^-c, *ffcfcf^$ii/i1^y7r>f;l^c|f^^ 
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[ 014 ] x y h U r izntl Wfo7 r A )Vm&^ L JfcB. 

[015] fi!3l^3PISaE^fcfc(tSa«±*WWfl5, fttf s Mfs-f y7vX V 

[016] fig^^M^a^E^tfe»t4fMtefla^ffl«, jlft^7 77.h7?f- 

[@i7] m^w^mmmmLimi l zm^T~mm^mi^Lt^--7-yxm. 

[0152] 

1 fflffl#S8* 

2 B#MfgSEgg 

3 8##Sgfc 

4 ftlEggg 

5 ^y^ 7 f 

6 mm^yyy 

11 ^U7r>f;W&&¥« 

11a AyS^fcfftft^gt 
lib Avi/ali^ 

iic a^Ays/ifE^is^a 

1 1 d g^7 r >f A^ftf&f® 

lie wto7T4>im&m®. 

12 -T7U7r>f;Hatt¥a 

14 <J 7 r "f )W\ >y yafMfS 

15 Jlgft^ 

17 7*/^ j fS#f£ 

18 WiSM^K 

19 7rA)vmFm 

2 1 iiSfl^S 

2 2 B#MIXff#l5 

2 3 fy^/H^Mfg 

2 4 B#M!2iE#S 

41 m%mm 

4 2 

42a jEHHftaE^K 

4 2b 1 A.y^ffiBitS:^ 

4 2b 2 A^afR^g 

4 2b 3 ;vy^«JtSe#K 

4 2 c 1 -if v y 7 r >f rt^ >y ^ A«Stm#a 

4 2 c 2 IfV U 7 r 4 7WN -y i^ffflXf^K 

4 2 c 3 -T? U 7 r A Arts -y x ifltftK^S 

4 8 «?Mfg#j=5 

49 BHsaa^a 

h3 tVlj7r^;HA.yyagiE 
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[H8] 



I «aany-> J .mi):hg«ia)«8ai | 



|M„iC*6.i1«H*ftrt 



>J.SH*h2 -M l;,k4 < FI(B 



T<j( t h TSTIDf TVTIlDt J 



fe],S F,TCT{S^TST)(D,t)).TSTI(D,l)) 
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mm 



lfg].TST(siii(SK,TSTI 4 'J t 
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